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What is provenance ?

CTA General Requirement
A-USER-0110 The CTA Observatory must ensure that data processing is traceable and reproducible

Specific Requirements

• Keep the traceability of the data products
• Perform data quality and reliability checks
• Reproduce and reprocess the data
• Debug the pipelines

• Provide provenance information to the final user 
• Possibility to filter out results based on provenance analysis



Configuration provenance
• software dependencies and execution environment 

Data provenance
• usually gives some context and info on last processing step on the dataset 
• mostly recorded in FITS HISTORY headers
• also metadata describing the dataset 

Execution provenance
• commands and parameters/values with timestamps
• mostly recorded in log files

Full provenance
• provides a graph view of the whole process
• chain of commands datasets parameters/values

Terminology



On-going efforts within IVOA to develop 
standards for astronomical archives to expose 
and access provenance information

ProvSAP
Provenance Simple Access Protocol
ProvTAP
Provenance Tabular Access Protocol
voprov
Python package to work with IVOA Provenance Model objects
logprov
Python package to capture provenance following IVOA Provenance Model
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Standards in Astronomy

work-in-progress

https://www.ivoa.net/documents/ProvenanceDM


Capturing provenance

On top
• data products collection have been already produced
• extract only information present in data and save it in a structured way elsewhere

Inside
• capture and save provenance at the moment of data processing

Granularity and level of details
• which steps, processes, datasets, ancillary files and parameters
• execution environment and dependencies

Format
• model and syntax that accounts for describing the pipeline components and relationships
• serializing provenance info as attached metadata, structured logs, graphs, relational DB,..

Discarded in this talk



Software considered

Python framework for prototyping the low-level data processing
algorithms for the Cherenkov Telescope Array.
https://github.com/cta-observatory/ctapipe

Python pipeline for the On-site Analysis of low-level data observations 
from the LST1 curated and developed by GAE-UCM group.
https://github.com/gae-ucm/lstosa

lstchain
Python library for the processing of low-level data observations
from the LST1 curated and developed by the LST Collaboration.
https://github.com/cta-observatory/cta-lstchain

https://github.com/cta-observatory/ctapipe
https://github.com/gae-ucm/lstosa
https://github.com/cta-observatory/cta-lstchain


Provenance in Tools
• provides a very simple API to code provenance capture features in ctapipe Tools
• provides serialization in JSON format and as Python dictionaries
• captures execution environment and profiling by default
• allows capture of processes, input and output datasets
• compliant with IVOA Provenance model

Cons
• tracks provenance execution within a single Tool
• needs the use of ctapipe Tools

Up to now it does not allow chaining provenance products
of different Tools but allows concatenation of a provenance
records for the same Tool into a single log file



lstchain
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How?
• Using standard Python logging mechanism and a provenance model defined in a YAML file
• Non-intrusive implementation with function/class decoration in existing code
• Info within decorated functions can be extracted and mapped into W3C/IVOA Prov syntax
• Python logging configuration is set in an independent configuration file

Which info?
• Used and produced datasets, input parameters, config files and processes

What do we get?
• Post-processed log files as merged/filtered logs with info in W3C/IVOA Prov syntax
• W3C provenance JSON files and PDF graphs as final provenance products

Provenance capture
structured logging



• Captured subrun-wise and post-processed to run-wise
• Post-processing/merging yields provenance products at different levels of granularity

o calibration
o r0_to_dl1
o dl1_to_dl2
o all processes 

• Execution environment is captured and stored as a session property
• Info hidden in configuration files

o compared with hash-content algorithm and copied for reproducibility purposes
• Montecarlo simulated training datasets are not copied but referenced
• Dry execution mechanism allows provenance capture and merging avoiding data processing 
• Session properties: observation date, run number, lstosa config file, lstchain version

Detailed considerations

run wise at different processing levels
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prov.log



data processing provenance graph

provenance productsjson serialization





06269
id:8790617572325

prov:label 06269
prov:type ExecutionSession
observation_date 20210913
observation_run 06269
processing_confg_flehash 3e9cd711af238ba278e61e28c5945903
processing_confg_flehash_type md5
processing_confg_flename /fefs/aswg/lstosa/cfg/sequencer_v075.cfg
prov:generatedAtTime 2021-11-17T18:39:16.555213
software_version 0.7.5

CreateRunSummary
id:62e3c3

used

prov:startTime 2021-11-17T18:39:16.555213
prov:endTime 2021-11-17T18:39:16.555234
prov:label CreateRunSummary
in_session 8790617572325

id:jer

CreateRunSummary Parameters
id:62e3c3_parameters

prov:label CreateRunSummary Parameters
prov:type Parameters
Date 20200218
R0Path /fefs/aswg/data/real/R0
RunSummaryDir /fefs/aswg/data/real/monitoring/RunSummary

RunSummaryFile
id:050ee0d56adffbe3ca1ffa412d54760f

wasGeneratedBy

prov:label RunSummaryFile
prov:type File
contentType application/ecsv
flepath flepath
hash 050ee0d56adffbe3ca1ffa412d54760f

lstchain_data_create_drs4_pedestal
id:8ba4a6

used

prov:startTime 2021-11-17T18:39:17.643872
prov:endTime 2021-11-17T18:39:17.643882
prov:label lstchain_data_create_drs4_pedestal
in_session 8790617572325

RawObservationFile
id:a15c7536755030b04fdef20edda49ce0

prov:label RawObservationFile
prov:type File
contentType application/fts
flepath flepath
hash a15c7536755030b04fdef20edda49ce0

PedestalFile
id:01c2b735983713674b69ff981f6cc374

wasGeneratedBy

prov:label PedestalFile
prov:type File
contentType application/fts
flepath /fefs/aswg/data/real/calibration/20210913/v0.7.5/drs4_pedestal.Run06268.0000.fts
flepath flepath
hash 01c2b735983713674b69ff981f6cc374

PedestalCheckPlot
id:a6ab040128cba3100670d6f4e00a76fa

wasGeneratedBy

prov:label PedestalCheckPlot
prov:type File
contentType application/pdf
flepath flepath
hash a6ab040128cba3100670d6f4e00a76fa

lstchain_data_create_time_calibration_fle
id:b753b2

used usedused used

prov:startTime 2021-11-17T18:39:17.647450
prov:endTime 2021-11-17T18:39:17.647460
prov:label lstchain_data_create_time_calibration_fle
in_session 8790617572325

RawObservationFile
id:entities/RawObservationFileCalibration

prov:label RawObservationFile
prov:type File
contentType application/fts
flepath flepath

AnalysisConfgFile
id:2a6968e3af7c006ebbeda6efa55347a0

prov:label AnalysisConfgFile
prov:type File
contentType application/json
flepath flepath
hash 2a6968e3af7c006ebbeda6efa55347a0

TimeCalibrationFile
id:5cc9be28fb1f5675043c9c6574ef81ac

wasGeneratedBy

prov:label TimeCalibrationFile
prov:type File
contentType application/hdf5
flepath flepath
hash 5cc9be28fb1f5675043c9c6574ef81ac

lstchain_create_calibration_fle
id:629dd1

usedused used usedused used

prov:startTime 2021-11-17T18:39:17.651271
prov:endTime 2021-11-17T18:39:17.651283
prov:label lstchain_create_calibration_fle
in_session 8790617572325

lstchain_create_calibration_fle Parameters
id:629dd1_parameters

prov:label lstchain_create_calibration_fle Parameters
prov:type Parameters
DefaultTriggerType tib
FlatCalculatorSampleSize 10000
MaxEvents 1000000
MaxFlatfeldADC 12000
MinFlatfeldADC 4000
PedestalCalculatorSampleSize 10000

CoeffcientsCalibrationFile
id:entities/CoeffcientsCalibrationFile

wasGeneratedBy

prov:label CoeffcientsCalibrationFile
prov:type File
contentType application/hdf5
flepath flepath

CalibrationCheckPlot
id:869634db5af53014eedd68f0db937c0e

wasGeneratedBy

prov:label CalibrationCheckPlot
prov:type File
contentType application/pdf
flepath flepath
hash 869634db5af53014eedd68f0db937c0e

lstchain_data_r0_to_dl1
id:c87e28

usedused used usedused used

prov:startTime 2021-11-17T18:39:17.656125
prov:endTime 2021-11-17T18:39:17.656136
prov:label lstchain_data_r0_to_dl1
in_session 8790617572325

PointingFile
id:b2c6bf26a090245d47a11b7b9b7f8586

prov:label PointingFile
prov:type File
contentType application/txt
flepath flepath
hash b2c6bf26a090245d47a11b7b9b7f8586

R0CollectionRun
id:16906397863992013050

prov:label R0CollectionRun
prov:type SetCollection
flepath flepath
size 49

DL1CollectionRun
id:10322344119917680160

wasGeneratedBy wasGeneratedBy

prov:label DL1CollectionRun
prov:type SetCollection
flepath flepath
size 49

lstchain_dl1ab
id:6c8920

used usedused

prov:startTime 2021-11-17T18:39:17.658870
prov:endTime 2021-11-17T18:39:17.658878
prov:label lstchain_dl1ab
in_session 8790617572325

lstchain_dl1ab Parameters
id:6c8920_parameters

prov:label lstchain_dl1ab Parameters
prov:type Parameters
PedestalCleaning True
StoreImage False

AnalysisConfgFile
id:entities/DL1ConfgurationFile

prov:label AnalysisConfgFile
prov:type File
contentType application/json
flepath flepath

lstchain_check_dl1
id:d4844f

used used

prov:startTime 2021-11-17T18:39:17.661438
prov:endTime 2021-11-17T18:39:17.661447
prov:label lstchain_check_dl1
in_session 8790617572325

MuonsCollectionRun
id:12195971192854416938

prov:label MuonsCollectionRun
prov:type SetCollection
flepath flepath
size 49

DL1CheckHDF5File
id:entities/DL1CheckHDF5File

wasGeneratedBy

prov:label DL1CheckHDF5File
prov:type File
contentType application/hdf5

DL1CheckPDFFile
id:entities/DL1CheckPDFFile

wasGeneratedBy

prov:label DL1CheckPDFFile
prov:type File
contentType application/pdf
flepath flepath

DL1CheckCollectionRun
id:18241930463939724884

wasGeneratedBy

prov:label DL1CheckCollectionRun
prov:type SetCollection
flepath flepath
size 49

lstchain_data_dl1_to_dl2
id:6afef9

used used used used used

prov:startTime 2021-11-17T18:39:17.664281
prov:endTime 2021-11-17T18:39:17.664290
prov:label lstchain_data_dl1_to_dl2
in_session 8790617572325

ModelRFEnergyFile
id:6f63c6be6b5dacfe547198894233d14f

prov:label ModelRFEnergyFile
prov:type File
contentType application/sav
flepath flepath
hash 6f63c6be6b5dacfe547198894233d14f

ModelRFDispFile
id:18aff205679558ade7541573d7c8e55b

prov:label ModelRFDispFile
prov:type File
contentType application/sav
flepath flepath
hash 18aff205679558ade7541573d7c8e55b

ModelRFGammanessFile
id:52005ca6c452957458ca8cfa410c5806

prov:label ModelRFGammanessFile
prov:type File
contentType application/sav
flepath flepath
hash 52005ca6c452957458ca8cfa410c5806

AnalysisConfgFile
id:entities/DL2ConfgurationFile

prov:label AnalysisConfgFile
prov:type File
contentType application/json
flepath flepath

DL2CollectionRun
id:2948650542935359940

wasGeneratedBy

prov:label DL2CollectionRun
prov:type SetCollection
flepath flepath
size 49

DL2MergedFile
id:entities/DL2MergedFile

wasGeneratedBy

prov:label DL2MergedFile
prov:type File
contentType application/hdf5
flepath flepath

prov:type Setup

prov:role Run summary

prov:role Subrun for pedestal

prov:role Pedestalprov:role Check plot for pedestal

prov:role Subrun for calibration prov:role Pedestalprov:role Run summary prov:role Confguration fle

prov:role Time calibration fle

prov:type Setupprov:role Subrun for calibration prov:role Pedestal fle prov:role Time calibration fleprov:role Run summary prov:role Confguration fle

prov:role Coeffcients calibration fleprov:role Check plot for calibration

prov:role Pedestal fleprov:role Coeffcients calibration fle prov:role Time calibration fle prov:role Pointing fleprov:role Run summary prov:role R0 Collection run

prov:role DL1 Collection run

prov:type Setup prov:role DL1 Collection runprov:role Confguration fle

prov:role DL1AB Collection run

prov:role DL1AB Collection run prov:role Muons Collection run

prov:role DL1Check HDF5 fle prov:role DL1Check PDF fle prov:role DL1Check Collection Run

prov:role DL1 Collection run prov:role Model energy prov:role Model disp prov:role Model gammaness prov:role Confguration fle

prov:role DL2 Collection run prov:role DL2 merged fle

calibration

reduction



06269
id:8773824088277

prov:label 06269
prov:type ExecutionSession
observation_date 20210913
observation_run 06269
processing_confg_flehash 3e9cd711af238ba278e61e28c5945903
processing_confg_flehash_type md5
processing_confg_flename /fefs/aswg/lstosa/cfg/sequencer_v075.cfg
prov:generatedAtTime 2021-11-17T18:47:26.481483
software_version 0.7.5

CreateRunSummary
id:31e08b

used

prov:startTime 2021-11-17T18:47:26.481483
prov:endTime 2021-11-17T18:47:26.481500
prov:label CreateRunSummary
in_session 8773824088277

id:jer

CreateRunSummary Parameters
id:31e08b_parameters

prov:label CreateRunSummary Parameters
prov:type Parameters
Date 20200218
R0Path /fefs/aswg/data/real/R0
RunSummaryDir /fefs/aswg/data/real/monitoring/RunSummary

RunSummaryFile
id:050ee0d56adffbe3ca1ffa412d54760f

wasGeneratedBy

prov:label RunSummaryFile
prov:type File
contentType application/ecsv
flepath flepath
hash 050ee0d56adffbe3ca1ffa412d54760f

lstchain_data_create_drs4_pedestal
id:57acbf

used

prov:startTime 2021-11-17T18:47:28.021750
prov:endTime 2021-11-17T18:47:28.021766
prov:label lstchain_data_create_drs4_pedestal
in_session 8773824088277

RawObservationFile
id:a15c7536755030b04fdef20edda49ce0

prov:label RawObservationFile
prov:type File
contentType application/fts
flepath flepath
hash a15c7536755030b04fdef20edda49ce0

PedestalFile
id:01c2b735983713674b69ff981f6cc374

wasGeneratedBy

prov:label PedestalFile
prov:type File
contentType application/fts
flepath /fefs/aswg/data/real/calibration/20210913/v0.7.5/drs4_pedestal.Run06268.0000.fts
flepath flepath
hash 01c2b735983713674b69ff981f6cc374

PedestalCheckPlot
id:a6ab040128cba3100670d6f4e00a76fa

wasGeneratedBy

prov:label PedestalCheckPlot
prov:type File
contentType application/pdf
flepath flepath
hash a6ab040128cba3100670d6f4e00a76fa

lstchain_data_create_time_calibration_fle
id:21abf7

used usedused used

prov:startTime 2021-11-17T18:47:28.027875
prov:endTime 2021-11-17T18:47:28.027882
prov:label lstchain_data_create_time_calibration_fle
in_session 8773824088277

RawObservationFile
id:entities/RawObservationFileCalibration

prov:label RawObservationFile
prov:type File
contentType application/fts
flepath flepath

AnalysisConfgFile
id:2a6968e3af7c006ebbeda6efa55347a0

prov:label AnalysisConfgFile
prov:type File
contentType application/json
flepath flepath
hash 2a6968e3af7c006ebbeda6efa55347a0

TimeCalibrationFile
id:5cc9be28fb1f5675043c9c6574ef81ac

wasGeneratedBy

prov:label TimeCalibrationFile
prov:type File
contentType application/hdf5
flepath flepath
hash 5cc9be28fb1f5675043c9c6574ef81ac

lstchain_create_calibration_fle
id:85ad78

usedused usedusedused used

prov:startTime 2021-11-17T18:47:28.031915
prov:endTime 2021-11-17T18:47:28.031926
prov:label lstchain_create_calibration_fle
in_session 8773824088277

lstchain_create_calibration_fle Parameters
id:85ad78_parameters

prov:label lstchain_create_calibration_fle Parameters
prov:type Parameters
DefaultTriggerType tib
FlatCalculatorSampleSize 10000
MaxEvents 1000000
MaxFlatfeldADC 12000
MinFlatfeldADC 4000
PedestalCalculatorSampleSize 10000

CoeffcientsCalibrationFile
id:entities/CoeffcientsCalibrationFile

wasGeneratedBy

prov:label CoeffcientsCalibrationFile
prov:type File
contentType application/hdf5
flepath flepath

CalibrationCheckPlot
id:869634db5af53014eedd68f0db937c0e

wasGeneratedBy

prov:label CalibrationCheckPlot
prov:type File
contentType application/pdf
flepath flepath
hash 869634db5af53014eedd68f0db937c0e

prov:type Setup

prov:role Run summary

prov:role Subrun for pedestal

prov:role Pedestalprov:role Check plot for pedestal

prov:role Subrun for calibration prov:role Pedestalprov:role Run summary prov:role Confguration fle

prov:role Time calibration fle

prov:type Setupprov:role Subrun for calibration prov:role Pedestal fleprov:role Time calibration fleprov:role Run summary prov:role Confguration fle

prov:role Coeffcients calibration fle prov:role Check plot for calibration

calibration



06269
id:8773030921189

prov:label 06269
prov:type ExecutionSession
observation_date 20210913
observation_run 06269
processing_confg_flehash 3e9cd711af238ba278e61e28c5945903
processing_confg_flehash_type md5
processing_confg_flename /fefs/aswg/lstosa/cfg/sequencer_v075.cfg
prov:generatedAtTime 2021-11-17T18:53:36.519357
software_version 0.7.5

lstchain_data_r0_to_dl1
id:b42046

used used used used used used

prov:startTime 2021-11-17T18:53:36.519357
prov:endTime 2021-11-17T18:53:36.519377
prov:label lstchain_data_r0_to_dl1
in_session 8773030921189

id:jer

PedestalFile
id:01c2b735983713674b69ff981f6cc374

prov:label PedestalFile
prov:type File
contentType application/fts
flepath flepath
hash 01c2b735983713674b69ff981f6cc374

CoeffcientsCalibrationFile
id:entities/CoeffcientsCalibrationFile

prov:label CoeffcientsCalibrationFile
prov:type File
contentType application/hdf5
flepath flepath

TimeCalibrationFile
id:5cc9be28fb1f5675043c9c6574ef81ac

prov:label TimeCalibrationFile
prov:type File
contentType application/hdf5
flepath flepath
hash 5cc9be28fb1f5675043c9c6574ef81ac

PointingFile
id:b2c6bf26a090245d47a11b7b9b7f8586

prov:label PointingFile
prov:type File
contentType application/txt
flepath flepath
hash b2c6bf26a090245d47a11b7b9b7f8586

RunSummaryFile
id:050ee0d56adffbe3ca1ffa412d54760f

prov:label RunSummaryFile
prov:type File
contentType application/ecsv
flepath flepath
hash 050ee0d56adffbe3ca1ffa412d54760f

R0CollectionRun
id:4311975548276242232

prov:label R0CollectionRun
prov:type SetCollection
flepath flepath
size 49

DL1CollectionRun
id:16163971796621982152

wasGeneratedBy wasGeneratedBy

prov:label DL1CollectionRun
prov:type SetCollection
flepath flepath
size 49

lstchain_dl1ab
id:13de57

used usedused

prov:startTime 2021-11-17T18:53:38.099546
prov:endTime 2021-11-17T18:53:38.099579
prov:label lstchain_dl1ab
in_session 8773030921189

lstchain_dl1ab Parameters
id:13de57_parameters

prov:label lstchain_dl1ab Parameters
prov:type Parameters
PedestalCleaning True
StoreImage False

AnalysisConfgFile
id:entities/DL1ConfgurationFile

prov:label AnalysisConfgFile
prov:type File
contentType application/json
flepath flepath

lstchain_check_dl1
id:05d80a

used used

prov:startTime 2021-11-17T18:53:38.100109
prov:endTime 2021-11-17T18:53:38.100114
prov:label lstchain_check_dl1
in_session 8773030921189

MuonsCollectionRun
id:11522294640383723504

prov:label MuonsCollectionRun
prov:type SetCollection
flepath flepath
size 49

DL1CheckHDF5File
id:entities/DL1CheckHDF5File

wasGeneratedBy

prov:label DL1CheckHDF5File
prov:type File
contentType application/hdf5

DL1CheckPDFFile
id:entities/DL1CheckPDFFile

wasGeneratedBy

prov:label DL1CheckPDFFile
prov:type File
contentType application/pdf
flepath flepath

DL1CheckCollectionRun
id:14382474195835896694

wasGeneratedBy

prov:label DL1CheckCollectionRun
prov:type SetCollection
flepath flepath
size 49

lstchain_data_dl1_to_dl2
id:2dd2c7

used used used used used

prov:startTime 2021-11-17T18:53:38.102747
prov:endTime 2021-11-17T18:53:38.102755
prov:label lstchain_data_dl1_to_dl2
in_session 8773030921189

ModelRFEnergyFile
id:6f63c6be6b5dacfe547198894233d14f

prov:label ModelRFEnergyFile
prov:type File
contentType application/sav
flepath flepath
hash 6f63c6be6b5dacfe547198894233d14f

ModelRFDispFile
id:18aff205679558ade7541573d7c8e55b

prov:label ModelRFDispFile
prov:type File
contentType application/sav
flepath flepath
hash 18aff205679558ade7541573d7c8e55b

ModelRFGammanessFile
id:52005ca6c452957458ca8cfa410c5806

prov:label ModelRFGammanessFile
prov:type File
contentType application/sav
flepath flepath
hash 52005ca6c452957458ca8cfa410c5806

AnalysisConfgFile
id:entities/DL2ConfgurationFile

prov:label AnalysisConfgFile
prov:type File
contentType application/json
flepath flepath

DL2CollectionRun
id:17111418893508824288

wasGeneratedBy

prov:label DL2CollectionRun
prov:type SetCollection
flepath flepath
size 49

DL2MergedFile
id:entities/DL2MergedFile

wasGeneratedBy

prov:label DL2MergedFile
prov:type File
contentType application/hdf5
flepath flepath

prov:role Pedestal fle prov:role Coeffcients calibration fle prov:role Time calibration fle prov:role Pointing fle prov:role Run summary prov:role R0 Collection run

prov:role DL1 Collection run

prov:type Setup prov:role DL1 Collection runprov:role Confguration fle

prov:role DL1AB Collection run

prov:role DL1AB Collection run prov:role Muons Collection run

prov:role DL1Check HDF5 fle prov:role DL1Check PDF fle prov:role DL1Check Collection Run

prov:role DL1 Collection run prov:role Model energy prov:role Model disp prov:role Model gammaness prov:role Confguration fle

prov:role DL2 Collection run prov:role DL2 merged fle

reduction
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Lessons learnt and next steps

• Continuous update and addition of captured info – flexible model and implementation
• Configuration may be stored as metadata attached to datasets (fits headers/hdf5 attributes)
• Capturing relationships among activities and entities (datasets) needs a provenance model
• Independent capture for the different dependent software packages is possible

lstosa requires lstchain requires ctapipe

• Massive logging subrun-wise makes a very poor performance because of huge usage of disk
• Post-processing of prov info is needed to produce run-wise info and different levels of granularity
• Structured logging in text files may be a solution for storage of small sessions provenance
• Considering storing provenance in a RDBMS or better in a noSQL database (i.e. mongo + json)

• Development of a provenance query mechanism for detailed analysis and inspection is needed
…considering using url query params to produce on-the-fly SVG graphs with access-links in a browser 



demo


